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PoCT ya3BMMOCTEN

Vulnerability Disclosures Growth by Year
1996-2012 (projected)
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ObLwana peTpocnekTnea _
VA3BUMOCTEN 0e3 natyen !

Overall Vulnerabilities Without Patches
2006 to 2012 H1

60%

50%
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O 2012-IBM X-Force 2012 Mid-Year Trend and Risk Report
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Petpocnektnea WEB yasBumocTten

Web Application Vulnerabilities by Attack Technique
2004-2012 H1

60%

50%

40%

30%

20%

10%

0%
2004 2005 2006 2007 2008 2009 2010 2011 2012

M Cross-Site Scripting SQL Injection M Other File Include

DBO paboTtaet Ha web TexHonorunsax..... ©
2012-IBM X-Force 2012 Mid-Year Trend and Risk Report
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Ya3BnMOCTU web vS natyuu

CMS Core Vulnerabilities CMS Plug-in Vulnerabilities
2012 H1 2012 H1
Unpatched: Patched: Unpatched: Patched:
30 percent 70 percent 48 percent 52 percent

COOTHOLLUEHNE YA3BMMOCTEWN C NaT4yamm nnm bes ....
2012-1BM X-Force 2012 Mid-Year Trend and Risk Report
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Ton 10 vs ocTanbHble

Top Ten Software Vendors with the Largest Number of Vulnerability Disclosures

2011-2012 H1
2011 Vulnerability Disclosures 2012 H1 Vulnerability Disclosures
Top Ten Others Top Ten Others
30 percent 70 percent 22 percent 78 percent

O PanpeneneHue ysa3BMMOCTEN MeXOy BeHaopamu

STONESOFT
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ATtaku B 2011 roav

Attack Type
SO Infection - '.
URL Tamgesing

Spear Phishing

Sequrell

HB Gy Eﬂll'l_'f

LB Cormmankriomn

ﬂﬂﬁhﬂﬂ'ﬂﬂﬁl&lﬂﬂlﬂmﬂﬂ
breach In tenms of cost to business

Jan Feb March April May June July Aug Sep Oct Nov Dec

O IBM X-Force 2011 trend and risk report
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2012 TpeHa

owie [mnor | _taget | pectpgon | aee | | 2R

s
——

Juby 17 ?

suly 17 ? =

suty 17 S

@
Juby 17

The Conswmerist representatives notify their readers that
the site cutages experienced in the previows days were
caused by a security breach. They do not provide mmamy
details regarding the securnty issue, but as a precaution turm
off commenting om all articles and plan to reset all wuser
passwords_?

Sacurity ressarchers from Kasperky Lab anmd Seculert
announce o have discoversd a new oyber-espionagze
campaign targeting victims in the pliddile East: more tham
g0  wictims located in Iram, lIsras=l, afghanistan amd
elsewhera over the last sight momnths

plaplesoft, makers of mMmathematical and analytical software
such = pMaple, reports that they hawve been investigating a
database breach.” The breach resulted in the attackers
obtainimg customer information swech as emaill sddresses,
first amd last names, as well as company amd nstitotion
names. pMaplesoft states that no finamncial mformation was
compromeised m this breach. Few days later mMaplesoft
customers begin o receive emails pretemndimg to be from
the “MapleSoft Securty Update Team™ that clamed Blapl=
software was wulnerable to atteck and a patch was
awvailable, redirecting them to websites hosting Blackhole
Exploit Kit.®

MullCraw returns with ancther major data breach. Hadckers
claimed to hawe access to the database belong to the Sowth
africa’s Lweadimg ISP Dbrectory amd Commuonity Portal
[is-pdir'artnn,r.l:n.:a]"

Anonymons’ OpsodFather continues. This time, the
hacktivists publish details from the Internet filtering systams
inmted b'l.r‘n"etnen‘s gowernment ™

S DR — ——— ot Bl e B il s o e e e e e o e ol

O KonuyecTtBO HeVI3BeCTHbIX dTakK pacTteT

Lim ko m

Lim ko m

i koo

L koo

E-Commerce

Financial
institwticms,
stwdents,
wArious
Eovernmeant
AEENCES

Industry:
Softwars

online Services

Gowaermrment

Cyieer Corinnee

Cyber
Espionazea

e Corinmee

Hacktivism
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Uawle ngoragky Kak aTo ObIno:

an unknown growp of hackers breaches a server managed
by Proserve, a Dutch hosting services provider. The
r{,a-"‘ | databases of websites such as O-Music, The Telegraaf,
RrENUT | stedin, and various online stores were accessed and the
details of around B0D,000 users were stolen as a result of
the hack.’
MullCraw turn their attention to Yale University and obtain
details of arcund 1,200 students and members of the staff
from the databases of the educational nstitution and claim
that the database they'we gained access to contains awven
miore sensitive information such as sodial security numbers,
names, addresses and phone numbers, although they only
published usernames, passwords and email addresses_®
@MidasBank from @TeamGhostshell hizacks
1| IMwallstrest.com, an onling job source, and dumps arownd
50,000 accounts.”
A hadker called @&sirLeakslot hacks The Himalayan Times
ESirLeak (thehimalayantimes.com) and dumps 23 453 accounts [plus

Jul 18 S Haosting Cylbeer Crimme

Juby 18 ducation Cylear Crinme

Industry: A

July 18 ruiting

tuly 18 Alot L B o administrators] imcluding ussrname, phone number and M= Cyber Crime
clear text password.™
anonymous declares what they call the "iwot™, meaning
"Intermet War On Terror® and hacks Dahabshil | an
P e international funds transfer company dumping several
July 19 m Dahabshili accounts and threating to publish everything in two months SO Hacktivisnm

if Dahabshill will ot come cormpletely clean on its terrorist
activities. ©* However Dahabshill denies the Anonymous
were responsible for the attack. ™

O OnaTtb HEMOHATHO Kak OblNo B3fIOMaHO ?
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YBepeHbI, 4YTO

3alluLLEeHbl? @
e

gy B Y

Evasion
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be3onacHocTtb BO
CNoco00B aTak O4eHb MHOIO

Xakepckue ataku Ha cobecteeHHO cuctemy IOBO (SQL injections..).

TposiHCKME nNporpamMmmbl - BOPOBCTBO Naposfen u
Kpuntorpaguyecknx Krnoyeu

TposiHbl — NepexBaT HaXxaTuin KNnaBuaTypbl , CHAMKK 3KpaHa npu
Ka)KOOM HaxkaTuu, w ap....

[1pecnoByTbIM YHMBEpPCanbHbLIN TPOAH |bank
YcTaHOBKa yaarneHHoro kaHamna B paboyen CTaHuum

COop gaHHbIX B TOM 4ucCne ocTaTkm nHdopmMmauum no pabote c
OB0 ( kew , Kyku, dpannbl B nankax temp .....)

Man in the middle ( paboTta 4yepes nocpegHuka) , Man in the
browser

STONESOFT




.. &
PacnpocTpaHéHHOCTb TUMUYHbIX Yrpo3! BTb

" ATaka Ha KNKYeBoW KOHTeliHep -
45% (TeHOSHLMA K CHUKEHUIO)

1%

u duanMeckan kpaxa HocuTena -
10%

= ATaka Ha KNIoM B OnepaTMBHOM
namAaTH - 5%

* YnaneHHoe ynpaeneHue - 18%
(TEHAEHUMA K pocTy)

MogmeHa gokymenta - 1%

Ouwuur - 20%

ATaKkuW Ha KaHan - meHee 1%

(1) Ha oCHOBAHWW faHHBIX NPEqOC TABNEHHbLIX NPOMSEOOMTENAMIA pelweHd AnA ABED M cpeacTs 38Tk 3
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TpeboBaHuA perynsatopoB

O «[llonoxeHne o metoagax n cnocobdbax 3 B
NCT1OH» (Hanpumep):
O YnpaBrneHue OoCTYrnoMm:
O geHTudurkaumnsa v aytTeHTupurkaumns

O Peruncrtpauma n yyer,
O Obecne4yeHnsa LEenoCTHOCTH;

O [lpun pabote Yyepe3 NHTEepHET:
O be3onacHoe mexcetTeBoe B3aMOOENCTBUE;
O AHanu3 3awWwuLLEHHOCTU;
O O6HapyXeHne BTOPXEHUW;
O 3almTa KaHaros;
O HapexXHas ngeHTndukaunam ayteHTndukaumns;

O AHTMBMpPYCHas 3almTa (Takke npu paboTte co CbEMHbIMA
HOCUTENAMN);

O LleHTpanusoBaHHoe ynpasneHne C3W.

STONESOFT



TpeboBaHuA perynsatopoB

O lNpun paboTte 4yepe3 VIHTEPHET:
Obe3onacHoe MexXceTeBoe B3aMOOENCTBUE;
OAHann3 3awmnLeHHOCTH;
OO0OHapyXeHne BTOPXKEHUN;
O3alunTa KaHanos;
OHapgexHaa nageHTuukauna ayTeHTumkaums,

OAHTUBUMPYCHAaA 3alwymTa (TakKke npu padoTte co
CbEMHbIMW HOCUTENSIMN);

OlleHTpanusoBaHHoe ynpasrneHune C3U.
[lpyumeHeHUe cepTUPULIMPOBaHHbLIX CPeacTB

STONESOFT



3awunTa b0 - npobrnema
KOMIJIIeKCHas

[MaBHOE 3TO KOMMSIEKCHasi cuctema 6e30nacHOCTU:
® CBOEBPEMEHHbIN MATYUHT;

* Cuctema aHanusa TpaH3akuui, Nogo3puUTenbLHON
akTmBHoctu (antifraud);

AHann3 KNMeHToB; 0e30NacHOCTb KIMMEHTCKOW YacTu....
CBOeBpeEMEHHOE TECTUPOBAHME cpeACcTB 6€30MNacHOCTY;
3alluTa OT CoBpeMEHHbIX aTaKk ;

[Mpouenypbl pearnpoBaHna Ha MHLUMOEHTbI — Kak
paboTaloT AenapTaMeHTbl Mexxay cobon ?

®* UnTerpaunsa cuctem. ECTb oOLWIMKM «B3rNsaa» Ha
be3onacHocCTb ?

STONESOFT



KAK éOBMECTMTb BE3OMACHOCTb W/
BPPEKTUBHOCTb | B .



KomMmnnekcHas ceteBas 3alluTa
MOOWUIbHOIO DaHKMHra

3alwnTta cobCTBEHHO pecypca MOBUIIbHOro 6aHKnHra ot
HOBEWULLUX aTakK

CTtporas, oByxdaktopHasa ayTeHTudunkaums n asTopusauus

KoHTpoOnb yaaneHHOro ycTpoucTaa npu noaknoyeHunm
(besonacHO OHO UIN HET ?)

LLiIngopoBaHue nepenasaemomn nHdopmaumu
(cepTndomumpoBaHHblie cpeacTaea?)

IckniovyeHne BO3MOXHOCTU «3axBaTa» yOarieHHOro ycTpomcTea
B MOMEHT JocTyna.

YnaneHue crnenos ceaHca paboTbl Ha yaareHHOM YCTPOMCTBE (
4YTOObI MCKITHOYNTb BOPOBCTBO AaHHbIX)

[OnHamunyeckas 6roknpoBKka yCTPOUCTBA B criyvyae
HeCaHKLUMOHNPOBAHHOW aKTUBHOCTWU BO BPEMS ceaHca ...

STONESOFT



KoMnneKkcHoe peLleHne

StoneGate IPS (EPS) - nonHoueHHasa 3awmTa oT
atak, SQL injections, AET

Stonesoft Authentication Server - gByxdakTtopHas
ayTeHTUdUKaums n asTtopusauns, ynpasneHme
OOCTYrNnom

StoneGate SSL VPN - nonHoueHHasa 3awumTa
yaaneHHbIX cCoeauHeHNW, aHanna yganeHHoro
YCTPOWUCTBA, yaaneHne 4yBCTBUTENbHOW MHJOpMaLnmn

StoneGate SMC - ueHTpann3oBaHHOE ynpaBneHne
YCTPOUCTBaMMU, yrnpaBrieHne cobbITUAMMU
be3onacHocTn, paboTta € MHUMOEHTaMU

STONESOFT
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BepHemca K ctatuctmke 2012

Distribution of Attack Techniques
September 2012
W 5QLi

B Unknown

m DDoS

B Defacement

M Targeted Attack

= DNS Hijack

W Password Cracking

m Account Hijacking
Account Hijacking

W Java Vulnerability

saLi?
| a A

O _www.hackmageddon.com
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OdomuymanbHble OTBETLI BEHAOPOB Ha AET

AET vulnerabilities reported through global CERT vulnerability coordination process to all vendors
1.Sample set of 24 AETs in June 2010

2.Sample set of 124 AETs in February 2011

3.Sample set of 180 AETs in March 2011

Checkpoint Checkpoint has released an advisory.
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_dogoviewsolutiondetails=&solutionid=sk59468

Juniper No comments about remediation

Fortinet No comments about remediation

HP/ Tipping HP DVLabs has tested the evasion techniques against the TippingPoint IPS and found that all of the evasion techniques were NOT
Point successful. TippingPoint customers are not impacted and no further updates are necessary. Customers may contact the TAC for
more information.

Sourcefire No comments about remediation

STONESOFT


http://www.cert.fi/en/reports/2010/vulnerability385726.html

StoneGate IPS

CoBpeMeHHOe cpeACcTBO 3aLUUTDI

OT CaMbIX COBPEMEHHDbIX aTaK

100%

95%

Sourcefire 3D8120 Sourcefire 3DB250

|
Sourcefire Virtual IPS ’ , ' . ’Sourcefire 308260
04 CheckPaint 1260

o Fortinet FortiGate 32406

aSoricWALL SuperMassive
-8000

L p— Palo Alto PA-5020
- an -
L |

85%

90% ,

.Jurl'pelIDP 8200

FortiGate-
Fortinet 310B
Sourcefire 3D4500*
Stonesoft IPS-1205

TippingPoint 660N**
TippingPoint TP330**

65.6%
59.4%
78.1%

71.9%
71.9%

81.3%
90.6%
90.6%

84.4%
84.4%

HP TippingPoint 6100

L |
Average Protection

Juniper SRX 3600

03 IBM GX7800 Q 2

NSS Labs 2012
EAMHCTBEHHOe pelleHune
obecneumBatlowliee NO/IHOLEHHYIO
3awmty ot AET

https://www.icsalabs.com/technology-program/quarterly-network-ips-vulnerability-

testing
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StoneGate SSL VPN

- besonacHbIn gocTyn ¢ NobbIX YCTPOUCTB

« BcTpoeHHas aByx doakTtopHas ayTeHTUdnKauns

= NHTerpauunsa c nobeimu katanoramm u ap. ( AD, LDAP,
Oracle)

= [logoepxka single sign-on & ID federation

- IHTerpnpoBaHHoOE ynpaBneHne yrpo3amu

« Tonbko JOBEpPEHHbIE COEANHEHNS .
« AHanus LuenocTHOCTM 1 6e30nacHOCTM YCTPOMUCTBA
« YpaneHue «cnegoB» paboTbl nonb3oBaTens.

- [paHynvpoBaHHOe K rMbkoe ynpasneHue

[OCTYIMOM

= ABTOpPM3aLUA HA YPOBHE MNPUNOXEHUN
= KoHuenuus least privileges — TOMbKO TO YTO paspelLleHo

STONESOFT



Co3gaH ang noaen

O CrTparterua ynpaBneHnsa gOCTYynom,
OCHOBaHHasi Ha noBedeHun > yaooCcTBO
MCMNONb30BaHNS rapaHTUPOBAHO
TEXHONMOrMeu

O [ubkue KpuTepmn goctyna > Bbl camu
BblOMpaeTe yCNnoBuUsi B KaXKAon cuTyauum

O [lnHamunyeckas 6e3onacHoOCTb > Bbl cami
KOHTPONUPYETE NPUSIOXKEHNS, B
3aBUCMMOCTW OT 3a[jaHHbIX KpUTEPMEB

STONESOFT



YHuBepcCTanbHbIU yOaneHHbIU
OOCTYMN — novyemy?

JTroboe ycTponcTBO
oToBClOAY U B Ntoboe Bpems
— OaeTt ceoboay

O He Hy)XHO npuBbLIKaTb K
HoBoMY 10O — gaet npocToTy

O Single Sign On gns 0000,
-~ . 0 o 500000

NPUINoXeHnn n pecypcos 0022 0999044 e RRe000000 |
NOBbILLAET o2 pod 000008 880080000
Private - ------4 | 000000000000 Public 00000000
§ Cloud g §§§§§& Cloude®) 193399999

oooooooooo
Nnpon3BoaANTEIIbHOCTb TPpyaa e P 08§§§§§8883§§8§§§3qu

nooocrogwmn_nnu 693668
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CooTBeTcTBME NoNMUTUKaMm
NB?

Qo0
QOO0

QOO o

[2]a] Ik oo0000
0o ©
S Private

D00 Cloud

Oo0 i 00
Q00000 000

o. 000

oo

0000
20000

o
00000

© OueHka Bcero npodwuns,a He TOSIbKO NpoBepka npas!
O [loBepue BCeU cuTyaLmun, a He TONbKO nonb3oBaTento!
O KomnnekcHbI noaxon
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AyTEeHTUPUKaALNA MOXXHO

YyrnopsaaoynTb ?

LI Bl 9800158775 |

Maentudukarop Hocutens: 9292917315

1 1
2
‘397’354413
4
5

615434 21 NP 31, 075185 41

22384650328345454

e 982273 1
C 711256 " 17 952219 27
za 781665"

' 49™ 924807

sricoL, 50NN

9

10 20 30 40

Naponk akTuBauuu cneayHoLero HOCUTenNs: _
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HapgeXxHaa ayTeHTUuuKauuns
yepes SSL

O 6 BKIMHOYEHHbLIX METOOAOB

O [Nopgepkka oo 15 BHELUHUX
METOOd0B

O BO3MOXXHOCTb
KOMOWUHMPOBaHUA METOOOB
ayTeHTUUKaLmnm

STONESOFT



VIHTerpaumna cepBncoB
ayTeHTUdoukaunmn

MobilelD MobilelD
Sync Challenge
S—— — Mobile
[] LM? o Static Text
@@ Password
GG @ SMS
B B ° °
T °.
n [ )
o
V)
78 &
c @
R ®© §
Y. & &
A5 Q
Ny =

RADIUS CLIENTS
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ABTOpPM3aLnA

O [nmbkas cTparerns aBTopmsauns C
MHOXXECTBEHHbIMU KPUTEPUAMMU

O YCrnoBHbIW OOCTYN
O [loBTOpHOE CKaHMpoBaHMe
O YpaneHue criegos

O BblgeneHHasa 3awmta/msonaumus
ONA NPUNOXeHUN

STONESOFT



[lonHagqa... n3ons

2. ABTOpM3auUmMA C aBTOMATUUYECKUM Nne

WY S kfl (WA B crwvier - DDST O - Slacrosclt [ichange - Ditiook Web Aocess

D) Stonench 2 VPR | +!
AyTEHTUADUKALMS U € % % (8 e g - €| @ G
QBTOPM3ALLMA HO BXOA B STONESOFT

OaHK (0OdpbopMAEHME —
MEHSETCH NOA 30KA34MKQA)

Logged on: &i§

Stonesoft S5L VPN Application Portal

\Wwicome 1o The Stosssoft 550 o o oo i 0
nmamﬂslnurnmﬂﬂbﬂw Tullnaumlu ek i
coeresponting icon.

@ Services
[TOAB30BATEAb «KAK o° £
0BbI4HOY paboTaeT ¢ I

CAUTOM.

¥ ®=m M@

yn Ha canT (4epe3 SSL)

) Searamcit 551 VPN L+l
Y & ' Bl-s52 & B- &
stonesott (oo pmosiameram 77 by gy 2 1T

SSL VPN
K Flease Select Authentication Method

- Sonaiof AS Bobils 1D+
Sionesol A5 SMS
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MOAYAS ©6E30MACHOCTH DAHK
CEm . T
./ Secure Zone uhf — GU
g 4, 3arpyskKa 3aLLI,VILLI,eHHOI'O
T npunoxeHua/bpaysepa

STONESOFT O (ObecneuymBaeTca nonaums NPUIoOXeHnAa n BbICOKUN YPOBEHb ©e3onacHocTH



YnaneHue cnenos
gocTtyna

O YnandaeTt UCTOPUIO CTpaHuL
bpay3epa
O [lpo3payHbin (aBTOMATUYECKNI)

PEXUM NITN I/IHTGp8KTI/IBHbII7I

O YpansieT BpeMeHHble (temporary)
doaunnbl

O [lonHoCTbIO HacTpanBatoTc4A
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YnpaBneHue XypHanamu,
OTYETHI, ONOBeLLeHNA U
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I'exHomornueckoe mapTHEPCTBO

uthenTec @ PortlWise webroot

IMMUNITY 8 Micresoft =T TELUS’

&) CODENOMICON BreakingPoint’

Find it before they do.”

Solution partners

RS\ I o vmware  ArcSIght<C

The Security Division of EM An HP Company
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http://www.portwise.com/
http://www.webroot.com/
http://www.authentec.com/
http://www.vmware.com/
http://www.rsa.com/
http://www.algosec.com/
http://www.arcsight.com/

[MTPOBEPEHHbIE PELLEHUAL...
C eme])nKalmn

Gartner.

Magic
Quadrant

~ [loaTBepxaeHue
V{ AL vmware'

READY 9P PEKTUBHOCTU
Bvs  Sos OnsSLae | POLICHAT

StoneSoft

WORE IF5

OCTI

g e
“ACommeon Criteria
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Ceptudukaumna PCTIK n ¢CbH

SSL VPN ceptnduumposaH ®CTIK Poccun:

LLInto3 3awmTbl yoganeHHoro goctyna StoneGate SSL* —
3 knacc MO (pacnpeneneHHbin), 4 knacc HAB n
ana npumeHenna ACT1OH 1 knacca n AC go 11 Bk,

B cocTtaBe cepTudunumpoBaHa cmcrtema MHOrogoakTopHOW
ayTeHTUMMKaLnn

n &Cb Poccun:

Knaccbl KC1 — KC2!

[TooaoepxuBatoTcs Kpuntonposangepsbl (MponucaHsl B
ceptudpukarax): Kpuntonpo, Banugara ;

BcTpeuHas pabota VipNet CSP, Signal Com
STONESOFT




JlokannisoBaHHbIV

il bpaHaMay3p - StoneGate = =] %]
®ain  Buma 3aknagka Configuration KoTpone okHo  Cnpaska
EEa =i
[E] cocTosmme cueTemel I Ll? GpanHamaysp x ] T
E BpaHAMaysp E E'l,- = @ = HCTPYMEHTEI
ma + I IP-aapec | CTATYC I Eepcha NOAHTHEE I ¥CTAHOENEHHEIE I I'IapameprlI Log ¢
(5] panamayap Policy £ Algiers P 172.31.9.21 -5.3 Remate Offic... 2011-05-24 14:3... DB 1 Lot
={£] InemenTHI = CeTh 3 Atlanta Fu 172.31.2.21 Remote OFfic.., 2011-05-24 14:3... DB [ Log:
ﬁ ApyrHE INEMEHTE E Banighkaok Fiy 172.31.59.254 Remote OFfic... 2011-05-24 14:3... DB Jj Log ¢
& Beijing P 172.31.8.21 Remote Offic,,, 2011-05-24 14:3,., DB [ Log:
5 Helsinki Fu 10.8.0.21 HQ Palicy 2011-05-24 14:5,,. DB A Log:
5 Londan Fuy 172.31.7.21 Remote OFfic... 2011-05-24 14:3.., DB [ Log:
E-_L‘ Iadrid Fi 172.31.6.21 Remote OFfic... 2011-05-24 14:3.., DB Jj Log ¢
@ Mexica Fis 172.31.11.21 Remote Offic,,, 2011-05-24 14:3.., DB Jj Log ¢
£ Milan P 172.31.4.21 Remote Offic,,, 2011-05-24 14:3,., DB [ Log:
7 Paris | L CeoiicTea ... QR {5 Remate Offic... 2011-05-24 14:3,.. DB [ Log:
&7 rivad IR ¥ |52t Remote OFfic... 2011-05-24 14:3... DB [ Log:
3 Tunis KerMposaTe Chrc  |0L21 Remote Offic,,, 2011-05-24 14:3,,, DB 1 Log:
"ﬁ' MNMepEMECTHTE B KOp3kHY Delete
4.@ MapwpyTH3auma
Tekyllaa NoNMTHES (]
Configuration 3
KoHTpone b
h | YepHEIA CrMcoK » | _’I
13 elemenl MapaneTpil »
= b4
& Moscon Fw [1ll| Add KaTeropma. ..
OISumel ysnbll CTaTHCTHKaI MNoaknioqeHme | Mapwpy THsa
HHC TPy MEHTHI (] N
KAt |Mosc0w Fu
Geolocation: @ Stonesoft Moscow
nnaTdoprbl =: 386
EEPCHH: 5.3 (Update Package: 392) J
-
Ready | demo@127.0.0.1 |® oefauk || A |
l.'ﬁ'Sl:arl:l J @ é J IB bpanamayap - Stone... J H %@ 13117

STONESOFT



ftic o

-
e
-
i

-

-
s

ok,

g

[
s

{

oneso
36

)St

=

e s ..% i.,.. 2 v
N i
e .,

s
| iy o
"..h.. - _.1..
- 3TN, o ! o

.n_ ' I s

¥ L, ol



