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*>® MwnpoBou nuaep cpean BEHOOPOB
nporpamMmmHoro obecrieyeHus ...

... B obnacTu pelueHu u ycnyr ans
CTpPOrovl ayTeHTuduKaLmm y 3aLluThl
TpaH3aKLUA
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dunocodua ctporon ayteHTudpumkKkaumm




oBonouma TpebosaHnna 6msHeca baHka

= bonblue oHnawnH ycnyr
» Bhbiwe ckopocTb 06CcnyXnBaHUS
= bonblle TpaH3aKkuum

= Bonblie KJIIMEeHTOB




dBoJIlOUNA ayTEeHTUPUKALIMU: MYJIbTUKAHAJIbHOCTDb
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dBoJIlOUNA ayTEeHTUPUKALIMU: MYJIbTUKAHAJIbHOCTDb
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dBoJIlOUNA ayTEeHTUPUKALIMU: MYJIbTUKAHAJIbHOCTDb
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PaHbuwle baHK npeanocTtaBnfan YCNYrn KJIMeHTY
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CeroaHsi KNIMEHT BblbupaeTt cebe ycnyru
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http://www.vasco.com/

LincdbpoBasa IMHMHOCTb: pacluupeHue
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http://www.vasco.com/

Pa3zButne CTaHOBUTCSHA CJ/IMLLKOM 6bICprIM

100 Million

: iPads sold

-
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Mapw MOo6unbHbIX NnaTtpopm

MocTaBkn yCTpOIZCTB, MUINITAOHbI
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* OueHka

UctouHnk: KPCB; Morgan Stanley



MHTEepHeT Belwen

HaceneHue
nnaveTn 0-S MIpA 6.8 mnpa 7.2 Mnpg, 7.6 Mnpa
Yetponete 500 ypy 12.5 mnipa 25 mnpa 50 mnpa
B Cetn
YcTpoucTts -
B CeTn Ha 0.08 tg:nb*?’ 1.84 3.47 6.85
YyerioBeka '

2003 2010 2015 2020
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WUctounuk: Cisco IBSG, Anpenb 2011
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MHO>XeCcTBO YCTPOMUCTB U undpoBas JIMYHOCTDb
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MOGUNbHBIN GAHKMHI M NJ1IaTeXXun
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Definition by SWIFT

MoounbHbIN BaHK

MoounbHas
KOMMepuus

MoOunbHbIe
nepeBoAbl

AdocTyn K 6aHKOBCKMM cYyeTam
NMony4yeHne yBegOMIEHMUIN O CHATUM
cpencTB / nononiHeHn 6anaHca
MNMpoBepka 6anaHca

NMpoBeaeHMe 6aHKOBCKUX NnaTexewn

YaaneHHble nnartexu
Pusnyeckme n aNeKTPoHHbIe
NPOAYKTbI

MrHoBeHHbIe nnaTexwu
OGHannuyuBaHue cpeacTs




N, KOHEeYHO ...

BY(D

Bring Your Own Device
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Y10 X0UYeT KJIMeHT?

OAanH TokeH 6e3onacHOCTM A8 3aWnTbl BCeX 6AHKOBCKUX KaHaoB
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CMIC Ban ATM Barowar

= B 2012r - 6o5ee 8 MJIH YCTPOUCTB

= BocTpeboBaHbl ceroaHs:
= QOuyeHb nNpocToe peweHune (Tonbko OTP) - peweBne, ynobHee n HagexHee, yem CMC
= [lpoaBWHYTOE peleHne — ¢ yBeaoMIeHUSIMU n obHapy>XeHneM BpeaoHOCHbIX NporpamMmm
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CMC-naponu vs MO6busbHbiKN reHepaTop OTP

SMS-ayTeHTU(pnKauums MoOunbHbIN ayTeHTU(UKaTop

B 30He pucka ntobble nnargopmbl
HesaluLeHHbIN KaHan

Heobxoanmo ObiTb B 30HE CBA3U

[Mnarta 3a sxoaswme CMC B
POYMUHre

Hepnoctaska coobLleHus
MolleHHn4yecTBa ¢ onepartopamMmu
Zeus/Eurograbber

Poct CMC-Tpadduka
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Ctapble nnatdopmbl MEHEE
pPUCKOBbIE

KaHan nepegayv gaHHbIX HE
TpebyeTca

Bo3mMOXXHO ncnonb3oBaHe gaxe Ha
«HeTeneoHHLIX» ycTponcTeax (np.
IPod)

EcTb pucku 3apaxeHna nnatdpopmbl




Oekabpb 2012: Eurograbber ykpan 36 MnH. €

Anatomy of Eurograbber Attack

0 Trojan infects the user's

computer. Eurograbber
Trojan intercepts
communication
with the bank

Bank sends a Transaction 0

Authorization Number (TAN)

via SMS.The Trojan on the user’s

mobile phone intercepts the

SMS and forwards it to
attackers to complete an

illicit transaction

The next time the @

user logs in to the bank
account, the attackers initiate a
transfer of funds from the user’s
account to the *‘mule” account

Attackers retrieve the
user’s mobile number and
infect the mobile device

= Check Point ) versafe

SOFTWARE TECHNCLOGIES LTD. secure login
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Digipass for Mobile — OTtapenbHoe

AYTEHTUPUNKALMNOHHOE nNpuio>xxeHume
DIGIPASS y CI) ~ b

for Mobile

Since 2004 NeHepauuna OTP

Generated one-time password:

’ Challenge/Response 548097
e |
Ll |

‘ Challenge/Response QR

5o

Server return host code:

> 1]2]3]4]s]6]7]s]s]0]
-1/ 01D fefafe] -]

:G% Signature QR o .-nn- ﬂ
= = oo

109502

Remaining time.

YcuneHHas 3awuTa:
NMpoBepka cnabbix PIN-kogoB, NpuBsa3ka yctponcrea, Bpema+CobbiTue
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Noanep>xuBaeMblie NaaThopmbl

= Android OS 2.2 n panee
= |0S 4.1 v panee
= BlackBerry OS 5.0 n panee

= MIDP2 coBMeCTUMbIE YCTPOUCTBA
= Windows Mobile / Phone
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lar 1: 3arpy3ska NO Ha MO6unbHOE YCTPOUCTBO

Google play 0 App Store

¥ + HTTP download
H + Local Install
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BlackBerry. ‘ ’

Enterprise Server HTTP download

¥, + HTTP download

H + Local Install H + Local Install




LLilar 2: Pe>kxuMbl akKTUBaLuum

= Offline akTnBauuga
= AkTmBaumsa no QR-koay
= Online akTuBauus
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Offline AkTuBauus

* DIGIPASS cepuiHbIN HOMep
* Kop aktmBaumm (21 3Hak)

— * Kopa peaktuBauuun

* DIGIPASS CepuinHbi HOREP

+ Kop aktmBauuu

+ Ko noBTOpHOM aKTMBauUum
(Ha 6yaywee)
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AxkTnBauma no QR-koay

<QRCode>
<SN>VES0000001</SN=>
<AC>20419498810810562569</AC>

<ERC>4578</ERC>
</QRCode>
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...............................................

To acjvate your

Serial Number :
Activation code : 2952 5730 1¢

......................................




Online AkTnBauusa
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LLlar 3: NMNocT-akTuBauusa

y
s

IDENTIKEY
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NocT-akTBaLUMA: NPpUBA3Ka YCTPOMUCTBA

CepuiHbIN HOMEP
+ Koa npuBssku

y
s

IDENTIKEY

OTnevaTok
ycTpoucTBa
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NMNonHaa KapTUHa
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3awmTa TpaH3aKUuUm

[ lonb3oBartenb
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3almTa TPaH3aKLMN: pa3Hble KaHanbl

Source 123

Destination
Amount 789

Signature GG
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3awmTa TpaH3akuun: noanmcb ¢ QR-kogom

H

<QRCode>
<DTF1>123</DTF1>
<DTF2>456</DTF2>
<DTF3>789</DTF3>
</QRCode>

=1 1UU

Signature
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CKkopvHr nnatcdopMbli
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[TonHoueHHasa reHepauuna crnyvYyanHbiX
KIro4en

Co3gaHne CeKkpeTHbIX Kro4ven

[lognucaHmne NpunoXXeHns cepTudouKkaTom

OyHKUMA MeaneHHOW Wwndpaunm

[1lpnBA3Ka yCcTponcTBa

—~

BHewHn ayauT
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NMpAMan nHTerpauus B MUKpouun
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DIGIPASS NANO: 3awimLieHHbIXN YUNn Ha CTUKepe

@» VASCCOO

THE AUTHENTICATION COMPAMNY

g
3

uopneoiiddy KIS
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Intel IPT: DIGIPASS NHTerpmpoBaHHbin B MK

Intel® Identity
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MHO>XeCcTBO YCTPOMUCTB U undpoBas JIMYHOCTDb
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DKOoCUcteMa ayrteHTucdpukaumm

MYDIGIPASS.COM
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MYDIGIPASS.COM: ®depepatuBHas ayTeHTU(uKaums

D office

Pl BNP PARIBAS m

FORTIS

© 2012 - VASCO Data Security



aK/IlouYeHue

PbIHOK pa3BuBaeTCcs
= TexHONnorMM u cucTembl focryna 6onee nonynsipHb
= [lonb3oBaTenu NPUBbLIKAIOT K UHHOBALUAM
MoxHo 6paTtb onbIT U3 TpagULIMOHHOIO OnbiTa B
aNeKTpoHHOM 6aHKuHre
= [lonb3oBarenu nepenpbirHyriv Ha crneayioLlee NoKoneHue
= TexHONnorm UsMeHunNUcb

= KoHe4Hbi pe3ynbraT TOoT Xe... 3(PPeKTUBHOCTD,
TpaH3aKuuu U agantayus

OcBeOMINeHHOCTb O pUcKax
= [Inartdopmbi, NPUNOXEHUs, TpaH3aKLuu
«YYnTbCA, YYUTLCA U eLle pas YYUTbLCAY ...



Bonpochl




