
ʈʝʰʝʥʠʷ Stonesoft 
ʧʦ ʟʘʱʠʪʝ ɼɹʆ 

ʋʈɸʃʔʉʂʀʁ ʌʆʈʋʄ 2013 



ʈʦʩʪ ʫʷʟʚʠʤʦʩʪʝʡ  

 



ʆʙʱʘʷ ʨʝʪʨʦʩʧʝʢʪʠʚʘ 
ʫʷʟʚʠʤʦʩʪʝʡ ʙʝʟ ʧʘʪʯʝʡ ! 

2012-IBM X-Force 2012 Mid-Year Trend and Risk Report 



ʈʝʪʨʦʩʧʝʢʪʠʚʘ WEB ʫʷʟʚʠʤʦʩʪʝʡ 

DBO ͪ ͔͊͋ͦͭ͊ͭ ͤ͊ web ͭ ͔ͻ͎͙ͤͦͦ͡ΎͻΧΦΦ J 
2012-IBM X-Force 2012 Mid-Year Trend and Risk Report 



ʋʷʟʚʠʤʦʩʪʠ web vs ʧʘʪʯʠ 

ʉʦʦʪʥʦʰʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʩ ʧʘʪʯʘʤʠ ʠʣʠ ʙʝʟ é. 
2012-IBM X-Force 2012 Mid-Year Trend and Risk Report 



ʊʦʧ 10 vs  ʦʩʪʘʣʴʥʳʝ  

ʈʘʧʨʝʜʝʣʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʤʝʞʜʫ ʚʝʥʜʦʨʘʤʠ  
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2011 ʚʨʝʤʝʥʥʘʷ ʰʢʘʣʘ ʚʟʣʦʤʦʚ 

ɸʪʘʢ ʙʦʣʴʰʝ ʥʘ 45% 

ʅʘ 56% ʙʦʣʝʝ 

ʜʦʨʦʛʠʝ  



ɸʪʘʢʠ ʚ 2011 ʛʦʜʫ  

IBM X-Force 2011 trend and risk report  



2012 ʪʨʝʥʜ 
ʧʨʦʜʦʣʞʘʝʪʩʷ 

ʂʦʣʠʯʝʩʪʚʦ ʥʝʠʟʚʝʩʪʥʳʭ ʘʪʘʢ ʨʘʩʪʝʪ  



ʏʘʱʝ ʜʦʛʘʜʢʠ ʢʘʢ ʵʪʦ ʙʳʣʦ: 

ʆʧʷʪʴ ʥʝʧʦʥʷʪʥʦ ʢʘʢ ʙʳʣʦ ʚʟʣʦʤʘʥʦ ? 



ʋʚʝʨʝʥʳ, ʯʪʦ 
ʟʘʱʠʱʝʥʳ? 

Evasion 



ɹʝʟʦʧʘʩʥʦʩʪʴ ɼɹʆ 
ʩʧʦʩʦʙʦʚ ʘʪʘʢ ʦʯʝʥʴ ʤʥʦʛʦ 
ʍʘʢʝʨʩʢʠʝ ʘʪʘʢʠ ʥʘ ʩʦʙʩʪʚʝʥʥʦ ʩʠʩʪʝʤʫ  ɼɹʆ (SQL injections..). 

ʊʨʦʷʥʩʢʠʝ ʧʨʦʛʨʘʤʤʳ  -  ʚʦʨʦʚʩʪʚʦ ʧʘʨʦʣʝʡ  ʠ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʣʶʯʝʡ 

ʊʨʦʷʥʳ ï ʧʝʨʝʭʚʘʪ ʥʘʞʘʪʠʡ ʢʣʘʚʠʘʪʫʨʳ , ʩʥʠʤʢʠ ʵʢʨʘʥʘ ʧʨʠ 

ʢʘʞʜʦʤ ʥʘʞʘʪʠʠ,   ʠ ʜʨé. 

ʇʨʝʩʣʦʚʫʪʳʡ ʫʥʠʚʝʨʩʘʣʴʥʳʡ  ʪʨʦʷʥ  Ibank   

ʋʩʪʘʥʦʚʢʘ  ʫʜʘʣʝʥʥʦʛʦ ʢʘʥʘʣʘ ʚ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ  

ʉʙʦʨ ʜʘʥʥʳʭ  ʚ ʪʦʤ ʯʠʩʣʝ ʦʩʪʘʪʢʠ ʠʥʬʦʨʤʘʮʠʠ  ʧʦ ʨʘʙʦʪʝ ʩ 

ɼɹʆ ( ʢʝ h, ʢʫʢʠ, ʬʘʡʣʳ ʚ ʧʘʧʢʘʭ  temp é.. ) 

Man in the middle ( ʨʘʙʦʪʘ ʯʝʨʝʟ ʧʦʩʨʝʜʥʠʢʘ) , Man in the 

browser  

 



 



ʊʨʝʙʦʚʘʥʠʷ ʨʝʛʫʣʷʪʦʨʦʚ 
çʇʦʣʦʞʝʥʠʝ ʦ ʤʝʪʦʜʘʭ ʠ ʩʧʦʩʦʙʘʭ ɿʀ ʚ 
ʀʉʇɼʥè (ʥʘʧʨʠʤʝʨ): 
ʋʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ: 
ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ 

ʈʝʛʠʩʪʨʘʮʠʷ ʠ ʫʯʝʪ; 

ʆʙʝʩʧʝʯʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ; 

ʇʨʠ ʨʘʙʦʪʝ ʯʝʨʝʟ ʀʥʪʝʨʥʝʪ: 
ɹʝʟʦʧʘʩʥʦʝ ʤʝʞʩʝʪʝʚʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ; 

ɸʥʘʣʠʟ ʟʘʱʠʱʝʥʥʦʩʪʠ; 

ʆʙʥʘʨʫʞʝʥʠʝ ʚʪʦʨʞʝʥʠʡ; 

ɿʘʱʠʪʘ ʢʘʥʘʣʦʚ; 

ʅʘʜʝʞʥʘʷ ʠʜʝʥʪʠʬʠʢʘʮʠʷʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ; 

ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ (ʪʘʢʞʝ ʧʨʠ ʨʘʙʦʪʝ ʩʦ ʩʲʝʤʥʳʤʠ 
ʥʦʩʠʪʝʣʷʤʠ); 

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʉɿʀ. 

 



ʊʨʝʙʦʚʘʥʠʷ ʨʝʛʫʣʷʪʦʨʦʚ 
ʇʨʠ ʨʘʙʦʪʝ ʯʝʨʝʟ ʀʥʪʝʨʥʝʪ: 

ɹʝʟʦʧʘʩʥʦʝ ʤʝʞʩʝʪʝʚʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ; 

ɸʥʘʣʠʟ ʟʘʱʠʱʝʥʥʦʩʪʠ; 

ʆʙʥʘʨʫʞʝʥʠʝ ʚʪʦʨʞʝʥʠʡ; 

ɿʘʱʠʪʘ ʢʘʥʘʣʦʚ; 

ʅʘʜʝʞʥʘʷ ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ; 

ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ (ʪʘʢʞʝ ʧʨʠ ʨʘʙʦʪʝ ʩʦ 

ʩʲʝʤʥʳʤʠ ʥʦʩʠʪʝʣʷʤʠ); 

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʉɿʀ. 

ʇʨʠʤʝʥʝʥʠʝ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʨʝʜʩʪʚ  

 



ɿʘʱʠʪʘ ɼɹʆ - ʧʨʦʙʣʝʤʘ 
ʢʦʤʧʣʝʢʩʥʘʷ 
ɻʣʘʚʥʦʝ ʵʪʦ  ʢʦʤʧʣʝʢʩʥʘʷ ʩʠʩʪʝʤʘ ʙʝʟʦʧʘʩʥʦʩʪʠ: 

Å ʉʚʦʝʚʨʝʤʝʥʥʳʡ ʧʘʪʯʠʥʛ;   

Åʉʠʩʪʝʤʘ ʘʥʘʣʠʟʘ ʪʨʘʥʟʘʢʮʠʡ, ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ 
ʘʢʪʠʚʥʦʩʪʠ  (antifraud);  

Åɸʥʘʣʠʟ ʢʣʠʝʥʪʦʚ; ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʠé. 

Åʉʚʦʝʚʨʝʤʝʥʥʦʝ ʪʝʩʪʠʨʦʚʘʥʠʝ ʩʨʝʜʩʪʚ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

Å ʟʘʱʠʪʘ ʦʪ ʩʦʚʨʝʤʝʥʥʳʭ ʘʪʘʢ ; 

Åʇʨʦʮʝʜʫʨʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ï ʢʘʢ 
ʨʘʙʦʪʘʶʪ ʜʝʧʘʨʪʘʤʝʥʪʳ ʤʝʞʜʫ ʩʦʙʦʡ ?  

Åʀʥʪʝʛʨʘʮʠʷ ʩʠʩʪʝʤ.  ɽʩʪʴ ʦʙʱʠʡ çʚʟʛʣʷʜè ʥʘ 
ʙʝʟʦʧʘʩʥʦʩʪʴ ?  

 



ʆʩʪʘʥʦʚʠʤʩʷ ʥʘ 
ʩʝʪʝʚʦʡ 
ʩʦʩʪʘʚʣʷʶʱʝʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ  
ʂɸʂ ʉʆɺʄɽʉʊʀʊʔ ɹɽɿʆʇɸʉʅʆʉʊʔ ʀ 

ʕʌʌɽʂʊʀɺʅʆʉʊʔ 


