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Vulnerability Disclosures Growth by Year
1996-2012 (projected)
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Overall Vulnerabilities Without Patches
2006 to 2012 H1
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Web Application Vulnerabilities by Attack Technique
2004-2012 H1
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CMS Core Vulnerabilities CMS Plug-in Vulnerabilities
2012 H1 2012 H1
Unpatched: Patched: Unpatched: Patched:
30 percent 70 percent 48 percent 52 percent
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Top Ten Software Vendors with the Largest Number of Vulnerability Disclosures

2011-2012 H1
2011 Vulnerability Disclosures 2012 H1 Vulnerability Disclosures
Top Ten Others Top Ten Others
30 percent 70 percent 22 percent 78 percent
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The Conswmerist representatives notify their readers that
the site cutages experienced in the previows days were
caused by a security breach. They do not provide mmamy
details regarding the securnty issue, but as a precaution turm
off commenting om all articles and plan to reset all wuser
passwords_?

Sacurity ressarchers from Kasperky Lab anmd Seculert
announce o have discoversd a new oyber-espionagze
campaign targeting victims in the pliddile East: more tham
g0  wictims located in Iram, lIsras=l, afghanistan amd
elsewhera over the last sight momnths

plaplesoft, makers of mMmathematical and analytical software
such = pMaple, reports that they hawve been investigating a
database breach.” The breach resulted in the attackers
obtainimg customer information swech as emaill sddresses,
first amd last names, as well as company amd nstitotion
names. pMaplesoft states that no finamncial mformation was
compromeised m this breach. Few days later mMaplesoft
customers begin o receive emails pretemndimg to be from
the “MapleSoft Securty Update Team™ that clamed Blapl=
software was wulnerable to atteck and a patch was
awvailable, redirecting them to websites hosting Blackhole
Exploit Kit.®

MullCraw returns with ancther major data breach. Hadckers
claimed to hawe access to the database belong to the Sowth
africa’s Lweadimg ISP Dbrectory amd Commuonity Portal
[is-pdir'artnn,r.l:n.:a]"

Anonymons’ OpsodFather continues. This time, the
hacktivists publish details from the Internet filtering systams
instated by Yemen's government_”
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an unknown growp of hackers breaches a server managed
by Proserve, a Dutch hosting services provider. The
r{,a-"‘ | databases of websites such as O-Music, The Telegraaf,
RrENUT | stedin, and various online stores were accessed and the
details of around B0D,000 users were stolen as a result of
the hack.’
MullCraw turn their attention to Yale University and obtain
details of arcund 1,200 students and members of the staff
from the databases of the educational nstitution and claim
that the database they'we gained access to contains awven
miore sensitive information such as sodial security numbers,
names, addresses and phone numbers, although they only
published usernames, passwords and email addresses_®
@MidasBank from @TeamGhostshell hizacks
1| IMwallstrest.com, an onling job source, and dumps arownd
50,000 accounts.”
A hadker called @&sirLeakslot hacks The Himalayan Times
ESirLeak (thehimalayantimes.com) and dumps 23 453 accounts [plus

Jul 18 S Haosting Cylbeer Crimme

Juby 18 ducation Cylear Crinme

Industry: A

July 18 ruiting

tuly 18 Alot L B o administrators] imcluding ussrname, phone number and M= Cyber Crime
clear text password.™
anonymous declares what they call the "iwot™, meaning
"Intermet War On Terror® and hacks Dahabshil | an
P e international funds transfer company dumping several
July 19 m Dahabshili accounts and threating to publish everything in two months SO Hacktivisnm

if Dahabshill will ot come cormpletely clean on its terrorist
activities. ©* However Dahabshill denies the Anonymous
were responsible for the attack. ™
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PacnpocTpaHéHHOCTb TUMUYHbIX Yrpo3! BTb

" ATaka Ha KNKYeBoW KOHTeliHep -
45% (TeHOSHLMA K CHUKEHUIO)

1%

u duanMeckan kpaxa HocuTena -
10%

= ATaka Ha KNIoM B OnepaTMBHOM
namAaTH - 5%

* YnaneHHoe ynpaeneHue - 18%
(TEHAEHUMA K pocTy)

MogmeHa gokymenta - 1%

Ouwuur - 20%

ATaKkuW Ha KaHan - meHee 1%

(1) Ha oCHOBAHWW faHHBIX NPEqOC TABNEHHbLIX NPOMSEOOMTENAMIA pelweHd AnA ABED M cpeacTs 38Tk 3
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