[ToaxoAbl Microsoft kK ooecnevyeHmio
OEe30MACHOCTH, 3ALLUMTE MEPCOHAAbHBIX AOHHbIX U
NOBbILLEHUNIO HOAEXHOCTU MPOAYKTOB M CEPBMCOB



> JKMU3HEHHbIN LLUKA 6e30nacHoOMU pa3paboTKu
> AHCTPYMEHTbI

> T@XHOAOTMU 3ALLLUTbI AGHHbIX

» Compliance
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Privacy HaaeXHocCTb bu3HecC NpakKTuku
3ALLUTA OT HEXXEAQTEAbHbBIX * 3ACAYXMBAIOLLMM AOBEPUS, * COBMECTUMOCTb
KOMMYHUKALLMM AOCTYMHbIN, * [PU3HAHHbBIM B UHAYCTPUM
MpeaocTaBAEHME NPEACKA3yEeMbIN, AVAEP, NAPTHEP MUPOBOTO
NMOAB3OBATEAID BLIBOPA U NMOCAEAOBATEAbHbBIM CEPBUC  YPOBHS
KOHTPOAS o NoAAEPXXMBAEMBIN. * OTKPBITOCTb, MPO3PAYHOCTb
CAeaOBOHME YCTOM4MBbIM, AETKO (BbICTPO)

OOLLLENPUHATBIM BOCCTOHOBMMbIM
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CoAepxaHue

> JKMU3HEHHbIU LLUKA 6e30nacHoOu pa3paboTKku



Security Development Lifecycle

LeAu

oLIEE 3ALLUMTA MOAb3OBATEAEMN:

= COKPQALLEHME KOAMYECTBA
YA3BUMOCTEMN;

= COKpPAOLLEHME OMNACHOCTHU
YA3BUMOCTEMN.

OCHOBHbIE€ NPUHLLMUIMBI

@ [paKkTMYeCcKMM Noaxos

“ YnpexaeHue yrpos - 310
He NpOCTO NMOMUCK OLUIMOOK

@ PelweHune npobiem
6e30nacHoOCTH
Ha paHHWX CTaAaMAaX

@ be3onacHOCTb Npu pa3paboTke
@ be3onacHocTb nocse Bbinycka Mo




3a4yemM BaM paspaboTka
6e3onacHoro MNO?

> HoBenLIme MCCAEeAOBAHMS MOKA3bIBAKOT OAHO3HAYHYIO
CBS3b MEXAY Pa3paboTkom 6e30nacHOro MO 1 ousHec
3P FPEKTUBHOCTBIO KOMMAHUMN

- lccaeaoBaHMe Aberdeen:

> MpeAOTBPALLEHME OAHOM YA3BUMOCTM MOYTH MOAHOCTBIO
MOKPbIBAET FOAOBbIE 3ATPATbI HO MOBbILLEHME BE30MACHOCTU
PA3PABOTKM

> [MpeAOTBPATUTL MPODAEMY C OE30MACHOCTLIO B 4 PA3A AELLIEBAE
YemM pPa3dUpPATLCH C €€ NOCAEACTBUIMM

- MlccaeaAoBOHME Forrester:

» Paspabotka besonacHoro MO elle He CTAAQ LUMPOKO
PACMPOCTPAHEHHOM MPAKTMKOM

> KOMMOHMU NPUMEHSIOLLIME METOAbLI SDL AEMOHCTPUPYIOT
ropasao 6oaee ObICTPbIM BO3BPAT MHBECTULLMMA



CTOMMOCTb YCTPAHEHUS YA3BUMOCTEHN

NCRPABAITE OLLUIMOKM MOCAE BbiMyCKa Aopoxe B 30

pPa3 YeM HO CTAAMM PA3PABOTKM AM3AMHA

e OTHOCUTEAbHASs CTOMMOCTb YCTPOHEHUSA OLIUOOoK

25

20

15

10

Toe608aHM/ KOAMPOBAHME NHTerpaums/ PUHOABHOE MNocae
APXUTEKTYPC TectnpoBaHme TECTUPOBAHME BbIMyCKA
KOMMOHEHT

McroyHuk: National Institute of Standards and Technology



UcTopua passutusa SDL
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The “Perfect Storm” Collaboration

SDL Ramp Up

Setting a New Bar

Growth of Home PCs

Rise of Malicious
Software

Increasing Privacy
Concerns

Internet Use Expansion

Bill Gates’ TwC Memo

Microsoft Security Push
Microsoft SDL Launched

SDL Becomes
Mandatory Folicy at
Microsoft

Windows XP SP2 and
Windows Server 2003
Launched with Security
Emphasis

Windows Vista and
Office 2007 Fully
Integrate the SOL

SDL Released to Public

Data Execution
Prevention (DEP} &
Address Space Layout
Randomization (ASLR)
Introduced as Features

Threat Modeling Tool
Launches

Microsoft joins SAFECode

Microsoft Establishes SDL
Pro Metwork

Defense Information
Systems Agency (DISA) &
Mational Institution
Standards and
Technology (NIST)
Specify Practices
Featured in the SDL
Microsoft Collaborates
with Adobe and Cisco on
SDL Practices
MidAmerican Energy
Adopts SDL Practices
SDL Released Under the
Creative Commons
License

Additional resources
dedicated to address
projected growth in
Mobile app downloads*

Industrywide
Acceptance of Practices
Aligned with SDL

Adaptation of SDL to
MNew Technologies and
Changes in the Threat
Landscape

Increased Industry
Resources to Enable
Global Secure
Development Adoption

— : T
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Microsoft Secure Software Development
Conference.
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» CTpaTerus
> JKMU3HEHHbIN LLUKA 6e30nacHoOMU pa3paboTKu

> T@XHOAOTUU 3ALLLUTbI AQHHbIX
» Compliance



UHCTPYMEHTDI

SDL
= 3tan: TpeboBaHus

= [llaBAoHbI SDL npouecca
AN VSTS

= Jtan: NMpoekTupoBaHue

" UHCTPYMEHT
MOAEANPOBAHMS Yrpo3 (SDL
:Tghlr%rilt odeling Tool version

- 9T1an: Peaamsauus

= Microsoft Code Analysis Tool
.NET (CAT.NET)

= FxCop
= banned.h

~ Anti-Cross Site Scripting (Anti-
XSS) Library

OTan: [l[poBepka
. DL MiniFuzz File Fuzzer
BinScope Binary Analyzer

/\

Solution Accelerators

= Security Compliance
Manager

= Compliance Solution
Accelerators

= Data Classification Toolkit for
WS 2012

= |T Compliance Management
Series

SRMG

» Data Gathering Tool

» Detailed Level Risk
Prioritization

» Summary Risk Level



» CTpaTerus
> JKMU3HEHHbIN LLUKA 6e30nacHoOMU pa3paboTKu
> AHCTPYMEHTbI

» Compliance



Virtual Desktop Infrastructure




AOCTYNn K BAPTYQAbHbIM MALLUMHAOM

RD Client
inside

RD Client
outside



BitLocker

> Mcnoab3oBaHme TPM

> 3ALLMTA MHAOOPMALMM HO AMCKOX (B TOM YMCAE
CUCTEMHOM)

» [1pOBEPKA LLEAOCTHOCTHU 3ATPY304HbIX KOMMOHEHT
> BO3MO>XHOCTb BOCCTOHOBAEHMS

> AKTMBAUMA Npu yctaHoske OC

> LMo OBAHME TOABKO 3QHATOIO MECTA HA AUCKE
> Network Unlock




Windows To Go

> 3Arpy3odHag doaeluka ¢ Windows 8

> ABTOMATU3NPOBAHHOE PACMPOCTPAHEHME
(pa3AMBKQ)

> bE30MNACHOCTb

— OTKAIOYEHME BHYTPEHHMX AMCKOB
— Bitlocker

— BbIKAIOYEHME CUCTEMBI MPU OTKAIOYEHUM JOAELLIKU
— [MOAUTHKM ©OE30MACHOCTU



Crlysial yripeisrieqvs gocryriom (AD RIVIS)

1. ABTOP NOAYNOET CepPTUCOUKATSI

2. ABTOP UCNOAb3YET NPABA U
NPABUAQ AAR CPDAMAQ CO3AQET
“UAQTEALCKYIO AULLEH3UIO” AAR
haAa n hanA LLmcbpyetca

3. ABTOP PACNPOCTRPAHAET CPANA

4. Mpwu OTKPLITUKM ChAKUAQ
NOAYHATEAEM, NPUAOXKEHUE
coeauHseTca C RMS cepeepom,
KOTOPbLIM NPOBEPAET NOAL3OBATEAS
U NPOU3BOAMT “AULLEH3UIO

CNOAb30OBOHMUA™
5. Tlpuaoxenue npu pabote ¢

coamaom obecnevmsaert
MCNOAHEHUE NPABUA
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ceucUicalLyv Winidows

File Classification Infrastructure

| MNew Text Document Properties

‘ General ‘ Classification ‘Secuntyl Details | Previous Versions |

Name Value
Nen-Secure

@

© Perzonally Identifisble Informatior {none}

Property: Impact

MoayAm
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Ve alrusivisl ilecencuicalliin VVindows

oerver 2012
File Management Tasks
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» CTpaTerus

> JKMU3HEHHbIN LLUKA 6e30nacHoOMU pa3paboTKu
> AHCTPYMEHTbI

> TeXHOAOIMM 3ALLUTbI AGHHbIX



Ceptndukauma o ®PCTIK

> CepTncnumUpoBaHo 6oAee 30 NPOAYKTOB
MaukpocodT. Bce npoAykTbl MankpocodT
cepTUDOULUUPOBAHDI (KAK €CTb), 6€3 U3SMEeHEeHUHU, U
MOTYT ObITb MCNMOAb3OBAHbI AASl TOCTPOEHMUS
ABTOMOTU3ZUPOBAHHBIX CUCTEM YPOBHS 3ALLLULLLEHHOCTHU
1T n AA9 cucTemM o6paboOTKM NEePCOHAAbHbIX ACQHHbBIX

> OT
- Windows XP
— Windows Server 2003 u
— aHTUBMpycoB Forefront

> [1o
— Windows 7
— Office 2010 Professional Plus un
- Lync 2010



HoBble ceptudpukatbl ®CTIK

» Forefront Endpoint Client Protection awmeupyc
»Lync Server 2010

» SharePoint Server 2010

» Office 2010 Professional Plus

» Dynamics CRM 2011



byayTt ceptudpunumnpoBaHbl BoO PCTIK

> Windows 8

> Windows Server 2012

» System Center 2012

» Office 2013

> A MHOrMe gpyrme npoayKrtbl



Ceptucoukauun B ®Cb

> Windows XP Professional - ceptudukar

> Windows Server 2003 Enterprise - ceptudukar
» SQL Server 2008 - ceptudukar

> Windows 7

— NOJNy4yeHoOo NOJTIOKNTENbHOE 3aKJMlo4eHNEe

> Windows Server 2008 R2

— NOJTy4EeHO MOJN1OXKUTESTIbHOE 3aKITlo4EeEHNE

» Exchange Server 2010

— CepTudukauusa 3akoH4YeHa, aeT aKcnepTmaa

> Windows 8

- Noet ceptndomkaums
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