
˾ͯͫ͊ͤ͡ ˣΎ͡Έ͙ͤ͟ 
˨͙͔ͪͭͦͪ͟ ͨͦ ͔ͪ͊͋ͦͭ ͫ ͟͡Ό;͔͍·͙ͣ 
͙͔͙ͤͭ͊ͣ͟͡ 

˽͙ͪ͊ͭ͟;͔ͫ͊͟Ύ ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͍ 
͋͊ͤ͊͟ͻ 



˾͔΄͔͙ͤΎ ͒͡Ύ ͊͘΅͙ͭ· 
͙ͤͺͦͪͣ͊ͼ͙͙ 

 

Å Database Security   

Å Oracle Identity and Access 
Management Suite   

Å WebCenter Content  

Å Oracle Sun Ray  

Å Oracle Enterprise GRCM  



˽͔͍ͪ͊Ύ ͙͙ͤ͡Ύ ͊͘΅͙ͭ· 
 Oracle Audit Vault and Database Firewall  



˴͔ͦͣͨͫͤ͊͟͡Ύ ͊͘΅͙ͭ͊ ͻ͙͙ͪ͊ͤ͡΅͊ ͒͊ͤͤ·ͻ 
 ͤ ͊ ͙͔͔ͨͪͣͪ ͙͔ͫͫͭͣ· ˨ˣ˻ 

 

ǍǦǿǮǸǦ Ǯ 

ǾǮǺǶǴǨǦǳǮǫ 

ǵǫǶǫǪǦǨǦǫǲȁǻ 

ǪǦǳǳȁǻ  

Advanced Security 

Option  

u
t
h
e
n
0
D
G
H
 

Select SALARY from USERS;  

ǐǴǳǸǶǴǱȂ ǪǴǷǸǹǵǦ ǰ 

ǪǦǳǳȁǲ  

Database Vault  

Alter table é. 

ˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ 
ˣ  ˨

OLEG 345 - 67- 8912  
PETR 987 - 65- 4321  
IVAN 123 - 45- 6789  

 53,700  
229,500  
125,000  

ʀʤ ̫ N.ʧʦʣʠʩʘ ɿʘʨʧʣʘʪʘ 

%5#ROB-!9(2 

A0hÉfL×g 

A0d$Gb)c 

D$KfXa 

(_f@eM 

Gf&@eP 

Select SALARY 

from users;  

Alter system.  

Alter table..  
V 

X 

ˢ͙͙͒ͣͤͫ-
ͭͪ͊ͭͦͪ ˣ˨ 

V 

Database 
Vault 

X 

˽ͦ͡Έ͍ͦ͊͘-
͔ͭ͡Έ 

* ˽͙͔ͪͣͪ ͔͚ͪͦ͡ ͙ ͨͦͤͦͣͦ͡;͙͚ 

˻͔͙͋͘͡;͙͍͙͔͊ͤ 
͒͊ͤͤ·ͻ ͒͡Ύ ͙͔ͫͫͭͣ 
͔͙͍͙ͭͫͭͪͦ͊ͤΎ ͙ 
ͪ͊ͪ͊͋ͦͭͦ͘͟  
Data Masking Pack 

OLEG 9876 - 5432 - 1987  

PETR 2345 - 6789 - 4321  

IVAN 1234 - 5678 - 9123  

01- 2011  

09- 2012  

04- 2010  

ʀʤ ̫ ʂʘʨʪʘ VISA  ʉʨʦʢ 

TNJQI  111 - 78- 2198  
TDPQQ 111 - 76- 1234  
LJOH 111 - 56- 9876  

53,700  
229,500  
125,000  

ʀʤ ̫ N.ʇʦʣʠʩʘ ɿʘʨʧʣʘʪʘ 

Ψ˴ ͦ͡Ωͤ  

͋͊͘· ͒͊ͤͤ·ͻ 

ɹʘʟʘ ʜʘʥʥʳʭ 
  ˭͊΅͙΅͔ͤͤ͊Ύ 
ˣ  ˨

˭͊΅͙ͭ͊ ͙ ΄͙ͺ͍͙͔ͪͦ͊ͤ ͒͊ͤͤ·ͻΣ 
ͻͪ͊ͤΎ΅͙ͻͫΎ ͍ ˣ˨  
Advanced Security Option  

ˣ ,˨ ͫ ͔ͦ͒ͪ͗͊΅͊Ύ 
͍͔͔͙ͫ͒ͤΎ ͦ  
͔͒ͦͫͭͯͨ ͟ ˣ˨ 
Audit Vault 

͔͙͔̂͒͊ͤ͡ ͔ͨͪͫͦͤ͊͡Έͤ·ͻ 
͒͊ͤͤ·ͻ ͙ 
ͦͤ͟ͺ͙͔͒ͤͼ͙͊͡Έͤ·ͻ 
͍͔͔͙͚ͫ͒ͤ 

˿͔͍͔ͪͪ ͙͔͙͚ͨͪͦ͗ͤ͡ 

͙͔ͫͫͭͣ· ˨ˣ˻ 



ɿʘɦ ʠɦ ʝʥʥʘ̫ ʉʋɹɼ

(Oracle Database Vault)

ʋʧʨʘʚʣʝʥʠʝ 

ʨʦʣ̫ʤʠ ʠ ʧʨʠʚʠʣʝʛʠ̫ʤʠ

(Oracle Identity Manager)

ʋʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ 

(Oracle Access Manager

Enterprise Single-Sign-On)

ʋʧʨʘʚʣʝʥʠʝ ʟʘɦ ʠʪʦʡ ʜʦʢʫʤʝʥʪʦʚ 

(Oracle Information Rights 

Management)

ʇʦʣɹʟʦʚʘʪʝʣʠ ʙʠʟʥʝʩ-ʧʨʠʣʦʞʝʥʠʡ 

ʠ ɻʣʝʢʪʨʦʥʥr ʭ ʜʦʢʫʤʝʥʪʦʚ
ɹʠʟʥʝʩ-

ʧʨʠʣʦʞʝʥʠ̫  

ʆʙʤʝʥ ʜʦʢʫʤʝʥʪʘʤʠ, 

ʢɻʩʧʦʨʪ ʜʘʥʥr ʭ ʠʟ 

ʙʠʟʥʝʩ-ʧʨʠʣʦʞʝʥʠʡ ʠ ʪ.ʜ.

ɿʘʧʨʦʩr ʢ ʧʨʠʣʦʞʝʥʠ̫ʤ

ˤͦͣͦ͗ͤ͊͘Ύ ͊ͪͻ͙͔ͭͭͯͪ͊͟ ͊͘΅͙ͭ· ͙͔͋ͤͫ͘-͙͔͙͚ͨͪͦ͗ͤ͡ 
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    ˨ ͡Ύ ͍͍͔͙ͦͫͫͭ͊ͤͦͤ͡Ύ ͍͔͙͒ͦͪΎ ͙ ͔ͯͣͤΈ΄͔͙ͤΎ 
͙ͪͫ͊͟ ͊͊͘͘͟;͙͙͟ ͙͔͔ͤͭͪͫͯΌͭͫΎ ͔ͪ΄͔͙ͤΎ͙ͣΣ 
ͪ͊ͫ΄͙ͪΎΌ΅͙͙ͣ ͙ͭͪ͊͒ͼ͙͔ͦͤͤͦ ͍͔͙͔ͯͨͪ͊ͤ͡ 
web-͒ͦͫͭͯͨͦͣ (WAM) 

 

Å ˴͔ͦͤͭͫͭͤ͟·ͣ ͙͊ͤ͊ͦͣ͘͡ ͔͚͍͙͚͒ͫͭ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͒͡Ύ ͔͔͔͙ͦͨͪ͒ͤ͡Ύ ͔͔͙ͫͭͨͤ 
͙ͪͫ͊͟ ό͎ͯͪͦ͘·ύ 

Å ͍͔͙͔̂ͨͪ͊ͤͣ͡ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͔͚ ͙ ͍͙͊ͭͦͪ͊͘ͼ͙͔͚ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͎ͯͪͦ͘ ς 
͙͍͋͊͊ͤͫͪͦ͊͟͡ ͔ͣ͗͒ͯ ͙͙͙ͨͦͭ͊ͣ͟͡ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙ ͔͔ͫͭͨͤΈΌ ͙ͪͫ͊͟ 

Å ˸͎ͤͦͦͺ͚͊ͭͦͪͤͦ͟ ͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙͔͚ ͔͋͘ ͙͔͔͙ͨͪͣͤͤΎ ͔ͫͨͼ͙͊͡Έͤ·ͻ ͔͍ͫͪ͒ͫͭ   

Å ͔́ͻ͎͙ͤͦͦ͡Ύ͙ͣΣ ͍ͨͦ·΄͊Ό΅͙͙ͣ ͍͔͙͔͒ͦͪ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ web-͊ͤ͊͊ͣ͟͡ 

Å ˣ·ͫͭͪ·ͣ ͍·Ύ͍͔͙͔ͤͣ͡ ͣͦ΄͔͙ͤͤ;͔͙ͫ͟ͻ ͔͚͍͙͚͒ͫͭΣ Ήͦͤͦͣ͟Ύ ͔ͭͣ ͫ͊ͣ·ͣ ͤ͊ 
͔͍͙ͪ͊ͫͫ͒ͦ͊ͤ͡Ύͻ ͙ ͔ͫͯ͒͋ͤ·ͻ ͙͔͒ͪ͗͊͘͟ͻ  

 

 

ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͤ ͊ ͍͔ͦͫͤͦ ͦͼ͔͙ͤ͟ ͙ͪͫ͊͟ 



ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͤ ͊ ͍͔ͦͫͤͦ ͦͼ͔͙ͤ͟ ͙ͪͫ͊͟ 

ÅˮͣΎ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͙ ͨ͊ͪͦ͡Έ ͍͔ͪͤ·Σ ͤͦ ͔͚͍͙͔͒ͫͭͭ͡Έͤͦ ͙͡ Ήͭͦ 
˸͙͊ͪΎ? 

Å˨͔͔͊ͭ͡ ͙͡ ˸͙͊ͪΎΣ ;ͭͦ-͙ͤ͋ͯ͒Έ ͙͔ͨͦ͒ͦͪͭ͘͡Έ͔ͤͦ? 

Å˻͍͔ͭ;͔͊ͭ ͙͡ ˸͙͊ͪΎ ͤ͊ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͔ ͍ͦͨͪͦͫ·Σ ͔͙ͫ͡ ͙ͪͫ͟ 
ͭͪ͊ͤ͊͘͟ͼ͙͙ ͍ ·͙͚ͫͦ͟? 

Oracle Adaptive Access Manager 
ˤͻͦ͒ 

ˤͦͨͪͦͫ ͙͙͡ 
͙͍͋ͦͪͦ͊͟͟͡ 

˸͔ͦ͒͡Έ 
͎ͯͪͦ͘ 

ˢ͙ͤ͊͘͡ ͙ 
͔͍͙͔ͪ͊ͫͫ͒ͦ͊ͤ͡ 
͙ͤͼ͙͔͍͒ͤͭͦ 

˻͔͙͔͋ͤ͊ͪͯ͗ͤ 
͊ͤͦͣ͊͡Έ͙ͤͦͫͭ 

˨͔͚͍͙ͫͭΎ 



OAAM - ͊ ͙ͤ͊͘͡ ͙͍ͪͫͦ͟ 

Å˽ ͪͦͺ͙͡Έ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ 

 

Å˽ ͔͊ͪ͊ͣͭͪ· ͚͍ͯͫͭͪͦͫͭ͊ 

 

ÅIP Geolocation 

 

Å˽ ͙͔͙ͪͦ͗ͤ͡Ύ ͙ 
͔ͦͤͭͫͭͤ͟͟·͔ ͒͊ͤͤ·͔ 



˴ͭͦ 

˻ͭͯ͒͊͟ 
ˢ͙ͤ͊͘͡ 
͙͍ͪͫͦ͟ 

ˮ͙ͫͭͦͪ;͔͙͔ͫ͟ ͒͊ͤͤ·͔ 

˽ͪͦͺ͙͡Έ 
 ͨ ͍͔͔͙ͦ͒ͤΎ 

ˤ͔ͤ΄͙͔ͤ ͍ͫͨͪ͊ͦ;͙͙ͤ͟ 

˿͔͙ͫͫΎ 

ά̉ ͔ͪͤ·͚έ  
 ͫ ͙ͨͫͦ͟ 

˴͔ͦͤͭͫͭ͟ 

˴͔ͦͤͭͫͭ͟ 

́ͪ͊ͤ͊͘͟ͼ͙͙ 

͙͔̂ͫͤͤ͊͡Ύ 
͔͙͊ͯͭͤͭͺ͙͊͟ͼ͙Ύ 

ˮͫͨͦ͡Έͯ͘Ύ 

˿ͻ͔ͣ͊ ͪ͊͋ͦͭ· OAAM 



ǐǱǮǫǳǸ 

Ǖ
Ƕ
Ǯ
Ǳ
Ǵ
Ǭ
ǫ
ǳ
Ǯ
ǫ

 

ǕǴǱȂǭǴǨǦǸǫǱȂ 

ǆǪǲǮǳȁ 

RealTime  ǕǶǴǸǮǨǴǪǫǯǷǸǨǮǫ ǰǶǦǬǫ ǮǪǫǳǸǮǺǮǰǦǸǴǶǦ ǱǮǽǳǴǷǸǮ  

Ǯ ǲǴǾǫǳǳǮǽǫǷǰǮǲ ǪǫǯǷǸǨǮȅǲ 

  Adaptive 
Access 

Manager 

User 

Location Device 

ǝǸǴ ǵǴǱȂǭǴǨǦǸǫǱȂ ǍǳǦǫǸ          
(Pin, Password, Challenge Questions) 

ǝǸǴ ǵǴǱȂǭǴǨǦǸǫǱȂ ǎǲǫǫǸ          
(Device Fingerprinting)  

ǝǸǴ ǵǴǱȂǭǴǨǦǸǫǱȂ ǊǫǱǦǫǸ      
(Behavior Pattern + Profiling)  

ǉǪǫ ǵǴǱȂǭǴǨǦǸǫǱȂ ǓǦǻǴǪǮǸǷȅ              
(Geo-Location) 


